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Date: August 8, 2022
Subject: Data Leak Points to Significant Possible Links Between Oath Keepers and U.S.

Law Enforcement

ADL ASSESSMENT

On September 27, 2021, the non-profit journalist collective Distributed Denial of Secrets
(DDoSecrets) uploaded a cache of data allegedly linked to the Oath Keepers, a far-right anti-
government militia. The data includes: chat records from the group’s private chatroom hosted on
Rocketchat from June 22 to June 26, 2020 and February 5 to September 19, 2021; emails from
January 13 to September 19, 2021; and membership information for more than 38,000
individuals including addresses, phone numbers, and email addresses. While reviewing this
information, the ADI. identified eight individuals who according to open-source resources work
for the Chicago Police Department. Their information is included below.

While the full veracity of the database has not been confirmed, open-source reporting has
confirmed some of the individuals’ agsociation with the Oath Keepers. Similarly, at least one
Oath Keeper posted in the private chat that they were contacted by a reporter because their

information was found in the database.

It is important to note that inclusion on this list means that at some point they signed up for
membership. The fact that a member of law enforcement joined the Oath Keepers is extremely

concerning and warrants further investigation.

The Oath Keepers

The Oath Keepers are a far-right anti-government militia whose members believe the federal
government has been coopted by a shadowy conspiracy — often referred to as the New World
Order - that is trying to strip Americans of their rights so that the people can ultimately be

enslaved.

The group differentiates themselves from other militias by explicitly targeting current and former
members of the military and law enforcement with their recruitment and messaging. Oath
Keepers believe that if the federal government issues an unconstitutional order — often illustrated
with extreme cases such as mass gun confiscation or illegally mass detaining Americans in
concentration camps — it is up to the military and law enforcement to enforce these edicts, and
they want to reach service members first so that they are prepared to refuse and resist these
orders. Though Oath Keepers frame their objections in the language of constitutionality, these
interpretations are typically not grounded in any legal basis and are warped by conspiratorial
thinking; as a result, their objections are typically reflections of laws or regulations they disagree

with.

The Oath Keepers have a history of engaging in criminal activity. Most recently and notably, on
January 13, 2022, federal authorities arrested Oath Keepers founder Stewart Rhodes on charges
of seditious conspiracy for his role in the January 6, 2021, attack on the U.S. Capitol. In addition
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to Rhodes, ten other Oath Keepers — nine of whom were already facing conspiracy charges
relating to the attack — were charged with seditious conspiracy, and these individuals are the first
to face seditious conspiracy charges for conduct arising from the January 6 insurrection. The
indictment alleges that Rhodes conspired with co-defendants and others o oppose, by force, the
execution of the laws enabling the transfer of presidential power. Part of their plot involved
creating “quick reaction forces” (QRF) that were intended to deliver weapons to D.C. in the
event the Oath Keepers deemed them necessary. Regarding these teams, on January 3,2021, one
of the conspirators sent a message to a co-conspirator that read: “We are not bringing firearms.
QRF will be our Law Enforcement members of Oathkeepers” [sic]. All told, at least 25 Oath
Keepers are facing various charges in connection with their actions on January 6, 2021.

The Oath Keepers first gamered national attention in 2014 and 2015 for their armed participation
in disputes between ranchers or miners and federal agencies, most famously in Nevada where
they joined the 2014 Bundy Ranch standoff against the Bureau of Land Management. Oath
Keepers also participated while armed in a 2015 standoff in Lincoln, Montana between the
White Hope Mine and the U.S. Forest Service and in the 2015 standoff in Josephine County,
Oregon, between the Sugar Pine Mine and the Bureau of Land Management.

Members of the Oath Keepers have been arrested in connection with a wide range of criminal
activities, including various firearms violations, conspiracy to impede federal workers,
possession of explosives, and threatening public officials.

Challenges Posed by Members of Law Enforcement in the Oath Keepers

When a member of law enforcement joins the Oath Keepers, it creates several challenges and
conflicts of interest that can be detrimental to the functioning of law enforcement agencies. ¥ irst
and foremost, by associating with extremist movements, members of law enforcement are
behaving in a way that directly contradicts their oaths to serve and protect communities and they
are undermining community safety. These associations can also erode trust between law
enforcement and the public, thereby impeding effective policing, and it can also lead to a
breakdown in trust between officers and their coworkers, thereby compromising safety for all.

Furthermore, their presence represents a potential security threat. Members of law enforcement
are frequently privy to sensitive or classified information, and it is possible that members who

are also part of the Oath Keepers could use this information to advance their agenda or even to
disrupt an investigation. It is also possible that members of the Oath Keepers could steal police

equipment, either to arm themselves or to sell.

In addition, when an individual joins the Oath Keepers they are encouraged to swear an oath that
lists orders they will not obey, which differs significantly from the oath individuals typically
swear when joining law enforcement. This could create a conflict when an Oath Keeper refuses
to enforce a law as ordered by a superior and deemed constitutional by the courts.

Finally, members of law enforcement receive specialized training in a variety of areas to enable
them to be effective in combat and these same skills could be used to advance any kinetic
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cample during stand offs against the lederal

activity engaged in by the Oath Keepers, for e
stop the certification of an

government over mining or cattle rights, or during an insurrection to

election and impede the peaceful transfer of power.

Database Information

readsheet listing the individuals found within the recent Qath Keepers hack

The following 1s a sp
y members of law enforcement.

who according to open-source research are current]

There are two caveats regarding this information. The first is that it is not clear the exact reason
these individuals signed up. Second, these individuals’ employment with the Chicago Police
Department was determined by using public databases, media reports, and social media. While
these sources do typically provide accurate information, it is possible that there are multiple
people in an area with the same namie. As such, the information in this chart should be verified
using personnel records to ensure that the individual is the same.

The spreadsheet below, includes individuals’ names, addresses, towns, states, zip codes, email
addresses and phone numbers. ‘

[Chicago | IL | 60630

Alberto

Retamozo

Matthew Chicago | IL | 60634
] Bracken

Phillip Chicago | IL | 60646
Singto

1

“Anthony Chicago | IL. | 60631 |
E. Keany

Michael  Chicago T I | 60630
Nowacki

| Demnis Chicago M. | 60638
Kevin

| Mack I

Alexander Chicago IL 60625
Kim

Bob Glen IL | 61023
Davis Carbon
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“pUBLIC"), the enclosed documents contain confidential and
customer lists (such as rosters) competitively sensitive and

y cause significant economic harm to the Anti-
Uscs §552(b)(7), these documents contain

Except as specifically noted (with the written designation
sensitive information, including commercial information,
proprietary information, and trade secrets, the disclosure of which ma

Defamation League and/or its contributors. Additionally, pursuant to 5
infarmation compiled for law enforcement purposes and their release could interfere with enforcement proceedings,

could disclose the identity of a confidential source, would disclose techniques for law enforcement investigations or
prosecutions, or could endanger the life or safety of individuals. We also respectfully request that we be notified if your
agency considers disclosing the documents or any of the information contained herein to a third party under the
Ereedom of Information Act ("FOIA") and state analogues. You may notify us at generalcounsel@adl.org.

This is not intended to and does not waive any applicable privilege or other legal basis pursuant to which

information may be protected from disclosure.
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The Oath Keepers” membership data was leaked months atter the group
stoked the attack on the U.S. Capitol in a failed attempt to halt the
transition of presidential power. Founder Stewart Rhodes and other Oath
Keepers have since been convicted of sedition in what's thought to be the

broadest federal investigation in the nation’s history.

National Public Radio reported in November 2021 that a group of active

Chicago cops appeared on the membership roster.

In response, the police department opened its investigation into three
officers and issued o statement insisting there was “zero tolerance tor hate

or extremism within CPD.”

Then. in August 2022, the Anti-Detamation League sent o iztter to a te

police official wrnin g that it had identitied eight Chicazo ¢opsin the
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“The tundamental questi

members of the Chicago Police Department associate with extremist
groups.

At City Hall last week. Johnson's deputy mavor for community safety said
the new administration was working to fulfill the campaign promise to tire

extremist cops.

"The mavor's position remains clear — this is something that we can't

stand for.” Garien Gatewood said. "We want folks who want to protect

folks who live here. regardless of skin color. regardless of where they're

from.”

Meanwhile, a new civilian-led panel is working with police officials to
broaden a policy that bars officers from joining “criminal organizations,”

specifically street gangs.

A draft policy submitted this vear expands the scope to explicitly include
groups that engage in extremist activities, including those that “seek to
overthrow, destrov, or alter the form of government of the United States

by unconstitutional means.”

Under the draft. police officials would compile a list of groups that would
! g

be kept from the public.

A prominent civil rights organi-ation warns that bigotry and coded ract

are ingrained 1in the Oath Keepers' ideology, even though the group's rul
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The Investization by WBEZ. the Sun-Times and the OCCRP provides an

unprecedented look at how cops connected to the Oath Keepers performed

on the job in a city as diverse as Chicago.

‘They’re supposed to
serve and protect’

rma—. ik on document icons te s2e specliic pages refsraraed auglt e story
Are

Deborah Payne still becomes tearful more than 13 vears after exchanging

emails with a police sergeant named Michael Nowacki.

Pavne, a longtime community activist on the South Side, says Nowacki —
and other cops like him — are corrosive to the ties between the police
department and the public, comparing them to "a leak of poison

throughout the community.”

The incident that altered her previously positive view ot the police came a
few weeks before Christmas in 2007, when Pasne was tnving to help two
poor families in Englewood. She sent an email to a group that included
Noveacki — who had given Payvne his business cird at a neighborhood

meeting where police try to build trust with the public.







Deborah Payne. a lifelong activist on Chicago’s South Side, chokes up remembering how hurt
she felt from Officer Michael Nowacki's email response. Victor Hilitski/For the Sun-Times




Nowacki was later reprimanded tor making a series of Facebook posts
during the COVID-19 pandemic that criticized the police command statt
mocked an online dashboard that tracks public sentiment toward the

department and showed him wearing a cloth mask.
"See, I wear myv dumb mask at work,” he posted.

Nowacki did not respond to requests for comment.

‘You would think you’re in
the middle of a Klan rally’

] Click on document icons to see specific pages referenced through the story

After racking up complaints while serving with a notorious unit, Officer
Christopher Hoffman settled into a new role training recruits on handling

guns.

He eventually ran into more trouble after a Black ofticer accused him of
making racially insensitive jokes over a four-vear period that stretehed
until 2017, when theyv worked together at the police academy wit]

three other cops linked to the Oath Keepers




Thoe otticer sald he was particalariy oitended when Hoftman told him
Water Tower Place had “food for vour kind™ while they were detailed
Cdovntown atter the Cubs™ World Series victorv in 2016,.according to

investigatory records.

Jut Hoffman had also made disparaging remarks about Jews, Asians and
Puerto Ricans, according to the Black officer, who pointed to a larger
cultural problem. He recalled another employee casually saying it

“wouldn’t be a big problem™ to call him a “n------ .‘

*If vou were Stevie Wonder and you would come into our break room,” the
Black officer said, “sometimes you swould think you're in the middle of a

Klan rally.”
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At least 11 eops were convicted i the scandal, inciuding the alleged

ringleader Jerome Finnigan, swho was sentenced to 12 years in federal

prison for plotting to kill a tellow officer he souzht to silence.

Ll

Hoffman is among nine officers — four current and tive former — who

were assigned to special operations and were also on Oath Keepers rolls.
He was the subject of 33 investigations during his time in the unit, facing
accusations of beating arrestees, conducting illegal searches and stealing

cash, according to public records.

Most of his complaints were investigated by special operations sergeants,
including one supervisor who resigned while facing dismissal for allegedly
accepting bribes to cover up the thett of $S450.000, according to public
records. None of the allegations against Hoftman were sustained,
including those made in six cases that targeted him and his partners for

allegedly using racial slurs.

A lawsuit filed in federal court in 2002 accused Hoffman, Finnigan and
others embroiled in the special operations scandal of falsely arresting a
human rights worker who allegedly watched one of them strike a fleeing
Black teenager with a police vehicle near the Stateway Gardens public

housing complex.

| Yy . . s L)
| The worker alleged in the lawsuit he was called a "t------ monkey

Cand a “f------ n----- " before he was hit with charges that were later

The city ~ettled the suit for Sto.000 without adimitting anyv wrongdoing
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Special education teacher Brandon Forbish alleges Officer John Nicezyporuk called him racial
slurs at a traffic stop. Ashlee Rezin/Sun-Times
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Forbish, who is Black, alleges that a white otficer named John

Nicezyvparuk called him multiple slurs, including a "f—=--- 1i—=-,

pome

£ " }







Rev. Ira Acree was with Forbish when he filed the complaint. Aimost a decade later, he can still
see the impact the encounter had on Forbish. Ashiee Rezin/Sun-Times
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the force. He's beent among the ministers and community activists calling
on Chicago police to more aggressively rool out extremist cops,

“You cannot continue to allow unprotfessional policing to take place,
particularly in neighborhoods of color,” he said. “It's very corrosive, and

it's even more corrosive when there continues to he a pattern ot this

behavior
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[ would not hilow an order iF [ was ordered to siolate somebody else’s

civil rights, von know, a civilian on the streets, and [ take otfense to my

rights being violated by the very department that emplovs me.”

flaal

‘Goofy witch hunt’

Hoffman was one of the few officers targeted'in the police department’s
Oath Keepers probe, but he retired in January 2022 before he could be

interviewed by investigators.

Nowackl is assigned to the Shakespeare District. Nicezyvporuk works in the

department s training and support group.
At least seven other active-duty cops appeared on the Oath Keepers roster:

Officers Phillip Singto, Alberto Retamozo, and Bienvenido Acevedo are assigned
to districts on the North and Northwest sides. Matthew Bracken works on the

West Side.
Officer Dennis Mack works in the public transportation section.
Detective Anthony Keanv investigates financial crimes.

Detective Alexander Kim is assigned to the Area 3 detective division.

Bracken said in an interview for this story he has not identified with the
Oath Keepers in over a decade and never attended inectings or paid
membership foes, though the group’s leaked records show he's listed

dues-pasing member in records as rec




Acevedo said in an intersivw for this story that other departinest members
pulled him into the Oath Keepers more than a decade ago, though he
claimed he hadn't “joined for any radical reasons™ and only perused the

group’s website, which has included incendiary content.

As a Puerto Rican from Logan Sguare, Acevedo said he telt alienated from
the "down south kind of guvs™ and eventually lost interest betore he even
stopped being charged for dues. Although he said he regrets joining,

Acevedo said his “conscience is clear.”

“I didn’t do anything wrong, other than now I'm going to be on a
McCarthy-type of list,” he said. “But I didn’t go to any meetings, 1 didn’t go
to any training. I learned more about them post-Jan. 6 than I ever did
before it.”

Retamozo said in an interview that someone else signed him up around

the time the Oath Keepers started in 2009, but he couldn’t recall who.




Anthony Keany said he's "neser been a member of the Oath Keepers™ and
offered alternating explanations for how he mayv have wound up on the

rolls.

Initially, he claimed someone else signed him up to "drag down™ his
reputation. In the same interview, he conceded that he'd crossed paths
with members of the group at a militarv firing range and spéculated they

used his information “to intlate their numbers with police and military.”

Oath Keepers membership records show he vowed to "pass the word
about the Oath Keepers to other cops, but he denied making that
commitment or filling out anyv information. Like his colleagues. he decried

the group’s role in the Capitol riot.

“Obviously it’s treason,” he said. “If you go from being a pro-Second
Amendment [group] to a treasonous act, I mean, that’s horrendous. I teel

bad for guys that got involved.”

The other police officials connected to the group didn't respond to requests

for comment

John Catanzara, the president of the Chicago Fraternal Order of Police.
cast the citv’s efforts to root out extremism as a "gooty witch hunt.”
insisting that officers shouid be jndged by their actions and not

associations that could date back vears.




“No one's promoting insurrection or overthrowing the government, or
kidnapping like they crazilv did with the plot with [Michigan Gov.]
Gretchen Whitmer,” Catanzara said of the union. “But it our officers are
engaged in that, then so be it. Get rid of them. We have no problem with

that.”

Dan Mihalopoulos is an investigative ;eporter on WBEZ's Government &
Politics Team. Tom Schuba covers p()lzc e for the Sun- Times. Kevin G. Hall
is North America editor for the Organized Crime and Corruption

Reporting Project.
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Your WBEZ Membership dollars at work: Extremism in the Ranks

CHICAGO

Your NPR news source

Politics « Extremism in the Ranks

How we investigated cops with ties to the Oath
Keepers '

Reporters with WBEZ and the Chicago Sun-Times filed more than 200 open records

requests with the Chicago Police Department and other law enforcement agencies
across lllinois.

By Dan Mihalopoulos, Tom Schuba | Chicago Sun-Times

Oct 22,2023, 6:00am CT
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Your WBEZ Membership dollars at work: Extremism in the Ranks

Chicago Police Supt. Larry Snelling speaks to WBEZ investigative reporter Dan Mihalopoulos inside his office at the Chicago
Police Department headquarters in the Bronzeville neighborhood on Oct. 17, 2023. Pat Nabong / Chicago Sun-Times

Politics » Extremism in the Ranks

How we investigated cops with ties to the Oath Keepers

Reporters with WBEZ and the Chicago Sun-Times filed more than 200 open records requests with the
Chicago Police Department and other law enforcement agencies across Illinois.

By Dan Mihalopoulos, Tom Schuba | Chicago Sun-Times
Oct 22, 2023, 6:00am CT
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country who had joined the anti-government extremist group emerged publicly
through the nonprofit journalist collective Distributed Denial of Secrets.

Since then, the Organized Crime and Corruption Reporting Project has obtained
more detailed Oath Keepers membership data from a law enforcement source.
That broader data set and another, newer list obtained by OCCRP span from

2009 — shortly after the Oath Keepers were founded — through 2018.

SUPPORT FOR WBEZ COMES FROM

AND YOUR MEMBERSHIP

The leaked spreadsheets used to report this story included:

Chicago police with extremist ties have troubling records

e When members joined. ,

o Their personal home addresses, phone numbers, emails and information for
credit cards used to pay the membership fees.

o How much they paid to join and to renew memberships, with different
categories for varying member statuses.

» The reasons they gave the group for wanting to sign up.

« Extensive biographical details, including where individuals were working
how they had gained what they consider to be relevant experience.
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work histories with multiple departments and describing any specialized weapons

training they received.

Reporters with WBEZ and the Chicago Sun-Times then filed more than 200
open-records requests with the Chicago Police Department and other law
enforcement agencies across Illinois. Those requests sought the personnel files for
dozens of current and retired cops from the state whose names appeared in the

leaked Oath Keepers membership data.

To verify the identity of the officers allegedly involved, the reporters then
compared the records obtained from police departments against the information
that the officers themselves had given to the Oath Keepers when they signed up,

finding in case after case that they matched.

The reporters then examined thousands of pages of records from scores of
misconduct cases involving the cops who had tles to the Oath Keepers. Those
documents included details of the complaints agamst the officers and all records

of how police investigated those cases.

The reporters also obtained and reviewed recordings of internal affairs interviews
with the citizens who filed complaints against the cops, in some cases alleging
racist mistreatment. WBEZ and the Sun-Times interviewed complainants

themselves to hear about their experiences.

The open-records requests provided reporters with all public records from the few
cases in which police officials conducted investigations into the officers’

association with the Oath Keepers.

Dan Mihalopoulos is an investigative reporter on WBEZ’s Government & Politics
Team. Tom Schuba covers police for the Sun-Times.
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Reliable independent journalism: WBEZ has you covered.

Ensure this news service remains strong and accessible to all.
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Chicago Public Schools officials project $391 million deficit
next year when COVID-19 relief funds run out
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